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Ancient Hashing

Cryptographic Hash Function

arbitrary-length message M — ~— fixed-length digest H
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Modern Hashing

eXtendable Output Function

arbitrary-length message M ——

requested output size n —;—»

arbitrary-length digest H
XOF truncated to n bits
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Modern Hashing

eXtendable Output Function

XOF arbitrary-length digest H
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Modern Hashing

eXtendable Output Function

XOF arbitrary-length digest H

arbitrary-length message M —+» i
y-leng & ¢ to truncated to n bits

requested output size n —;—»

® |deally behaves like a random oracle RO [BR93]

® Different messages — independent random-looking digests
® Same message but different output sizes — prefixed digests

3/22



Sponges [BDPV07, BDPV08]




Sponges [BDPV07, BDPV08]
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® ¢ is the capacity (security parameter)
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Sponges [BDPV07, BDPV08]
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absorb * squeeze

® pis a b-bit permutation, with b=1r+ ¢

® 1 is the rate

® ¢ is the capacity (security parameter)

® Behaves like a RO up to 2¢/2 queries
® Can be used in keyed mode: sponge(K || M)




Non-Exhaustive History of Sponge Modes [Men26

Keyless

l

2010 ¢ JH-+proof [Wu09, BMN10] 2010 ¢4 Sponge PRNG [BDPV10]
2011 ¢ PHOTON [GPP11] 2011
2012 ¢ Parazoa [AMP12] 2012
2014 ¢ PHOTON's proof [NO14] 2014 ¢ Sufficient conditions [BDPV14]
SHA-3 standard [Nat15 2o
2015 -3 standard [Nat15] 15
2016 ¢ Robust PRNG [GT16]
2016 ¢ Reverie [Hut16]
PRNGs 2017
SoK: sound
2018 1 tree hashing [DMV1g] R0L8
2019 ¢ SuKS [DM19c]
2020 ¢ Corrigendum [GDM20] 2020 ¢ Analysis of SuKS [DM20]
Tight preimage
2022 b edictance [LM22] 2022
2023 § SAFE [AKMQ23] . N
2023 § SAFE's proof [KMM23) 2023 1 Restrcted indiff. [Lef23]
Leakage resilience
2024 ¢ Double Sponge [LM24b] 2024 4 5£50KS [BM2A] 2024
Padding-free Sponge-DM/
2025 ¢ hashing [LMM25) 2025 1 onge-EDM [SLZ25] 202
AO-Specific Hash Tree Hash Suffix-Specific

Keyed Sponge

Outer-Keyed
Sponge [BDPV11b]

2011

Inner-Keyed
Sponge [CDH*12]

OKS/IKS analysis [ADMV1S]
Full-Keyed

Sponge [MRV15]

impr. OKS/IKS analysis [NY16]

Farfalle [BDH*17] 2017
Key prediction [Men18]

2019
Asakey [DMP22]

2023
AsconPRF [DEMS24] 2024

MacaKey [LM25a]

Keyed Duplex

Duplex [BDPV11a]

Full-Keyed
Duplex [MRV15]

Modern Duplex [DMV17]
2018

Leakage resilience [DM19a]

SpongeWrap [BDPV11a]
MonkeyDuplex [BDPV12]
Ascon [DEMS1

4]
APE proof [ABB*14a, ABB" 14b]
NORX-+proof [AJN14, JLM14]

Optimized AD/P [SY15]

Beetle [CDNY18]

2020 § Generalized Beetle [CIN20]
SoK: Duplex .
guide [Men23] 2023 ¢ Ascon proof [CDN23]
Initialization 2024 ¢ Ascon proof [LM24a]
of Duplex [DM24] 2024 ¢ Ascon proof [CDN24]

SoK: Security
2025 1 of Ascon [LM25b]
AE-Specific 5/22



Non-Exhaustive History of Sponge Modes [Men26

Keyless

l

2010 ¢ JH-+proof [Wu09, BMN10] 2010 ¢4 Sponge PRNG [BDPV10]
2011 ¢ PHOTON [GPP11] 2011
2012 ¢ Parazoa [AMP12] 2012
2014 ¢ PHOTON's proof [NO14] 2014 ¢ Sufficient conditions [BDPV14]
SHA-3 standard [Nat15 2o
2015 -3 standard [Nat15] 15
2016 ¢ Robust PRNG [GT16]
2016 ¢ Reverie [Hut16]
PRNGs 2017
SoK: sound
2018 1 tree hashing [DMV18] ... ... _.._.. 2oL
12019 ¢ SuKS [DM19¢] ]
2020 ¢ Corrigendum [GDM20] $2020 ¢ Analysis of SukS [DM20]:
Tight preimage ]
2022 b edictance [LM22] : 022
2023 ¢ SAFE [AKMQ23] ) . . i 1
2023 § SAFE's proof [KMM23) 2023 1 Restrcted indiff. [Lef23] : :
. Leakage resilience .
2024 ¢ Double Sponge [LM24b] 32024 of SuKS [BM24] 12024
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Sponge [BDPV11b]

2011

Inner-Keyed
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Full-Keyed
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MacaKey [LM25a]

Duplex [BDPV11a]

Full-Keyed
Duplex [MRV15]

Modern Duplex [DMV17]

2018

Leakage resilience [DM19a]

SoK: Duplex
guide [Men23]
Initialization

of Duplex [DM24]

Keyed Duplex

2020

2023

2024
2024

2025

AE-Specific

SpongeWrap [BDPV11a]

MonkeyDuplex [BDPV12]

Ascon [DEMS14]
APE proof [ABB*14a, ABB" 14b]
NORX-+proof [AJN14, JLM14]

Optimized AD/P [SY15]

Beetle [CDNY18]

Generalized Beetle [CIN20]

Ascon proof [CDN23]

Ascon proof [LM24a]
Ascon proof [CDN24]
SoK: Security

of Ascon [LM25b]
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SuKS: Suffix Keyed Sponge [DM19c]
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@ Absorbs data as in the keyless sponge

6/22



SuKS: Suffix Keyed Sponge [DM19c]
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@ Absorbs data as in the keyless sponge
@® Absorbs key using some function G (a simple XOR suffices)
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SuKS: Suffix Keyed Sponge [DM19c]

P! P2 Pt K T
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@ Absorbs data as in the keyless sponge
@® Absorbs key using some function G (a simple XOR suffices)

© Squeezes t-bit tag after final permutation call
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SuKS Versus Full-State Keyed Sponge
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SuKS Versus Full-State Keyed Sponge

P! p? 2 T! (TR P! p? Pt K 1
wrloln Tnlel JInln Indn
Db P b P s | D P P P P 4
K —— — | 0° - 8 \_J o
FSKS [BDPV12, MRV15] SuKS [DM19¢]

Disadvantages of SuKS
® No full-state absorption

® At best ¢/2-bit security (offline attack)
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SuKS Versus Full-State Keyed Sponge

P! p? 2 T! (TR P! p? Pt K 1
wrloln Tnlel JInln Indn
Db P b P s | D P P P P 4
K —— — | 0° - 8 \_J o
FSKS [BDPV12, MRV15] SuKS [DM19¢]

Disadvantages of SuKS

® No full-state absorption

® At best ¢/2-bit security (offline attack)
Advantages of SuKS

® Side-channel leakage limited

® 5.t < b arbitrary (typical: s =t =¢/2)
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Intermezzo: Multicollision Coefficient (1/2)

Definition
e M balls, 2" bins

o 1M is smallest = such that Pr (|fullest bin| > z) < &

Intuition of Behavior
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Definition
e M balls, 2" bins

o 1M is smallest = such that Pr (|fullest bin| > z) < &
Intuition of Behavior

o |f M < 27, all bins will likely be “reasonably” empty
® If M > 2", there will likely be a bin with around linear(b) - 2 balls
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Intermezzo: Multicollision Coefficient (1/2)

Definition
e M balls, 2" bins

o 1M is smallest = such that Pr (|fullest bin| > z) < &

Intuition of Behavior
o |f M < 27, all bins will likely be “reasonably” empty
® If M > 2", there will likely be a bin with around linear(b) - 2 balls
® Formula for /d”c and upper bounds in above 2 cases, derived in [DMV17]
* 1} is (at most) smallest = that satisfies

2b67]W/2T (M/Zr)l
(x —M/2m)z! —
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Intermezzo: Multicollision Coefficient (2/2)
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Intermezzo: Multicollision Coefficient (2/2)
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Intermezzo: Multicollision Coefficient (2/2)
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Security of SuKS [DM19c]
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® ks, t<b
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Security of SuKS [DM19c]

® ks, t<b

e G is 2~ 9-uniform and 2~ “-universal

2(N—q) N q N
prf 'ubfs,s : 'ut,bft ’
AdvF (A) = 9omin{d,e} 2b—t

inner collision
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Security of SuKS [DM19c]

® ks, t<b

e G is 2~ 9-uniform and 2~ “-universal

,LL2(N q)
Adv prf b—s,s “break at 1",
omin{d,c} \ bounds construction

queries with same tag

inner coII|5|on
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Security of SuKS [DM19c]

® ks, t<b

e G is 2~ 9-uniform and 2~ “-universal

m M
Adv prf b—s,s t,b—t | “break at 1",
\ bounds construction

queries with same tag

inner coII|5|on

“break at G", bounds prlmltlve queries with same inner part
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Application to MAC Part of ISAP [DEM+20, DEM*19]
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Application to MAC Part of ISAP [DEM+20, DEM*19]
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Application to MAC Part of ISAP [DEM+20, DEM*19]

(b, c,r, k) = (400, 256, 144, 128)
2(N—
° Mbgs,sq) = Ua72,128 < 3
128
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£ 2N?2 3N
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Leakage Resilience

- i

Fie [Filp |2
»

RO FE), |--+] P

> D
—T ‘L*):/\ /P*)T P—T T =Yy

A

P—-T

Advi P (A) = max Au (FE  Flop s R, RO. D)

® Non-adaptive leakage resilience

® Bounded leakage model
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Leakage Resilience of SuKS
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Leakage Resilience of SuKS

® ks, t<b

® G is strongly protected, 2~%-uniform, and 2~ *-universal

2N? s
Adv%alr—prf(A) < .lub —
28 2mm{5,5 —H

bounds the number of repeated leakages on same G(K, X) a2



Leakage Resilience of SuKS

P! P2
0r 4 :
P p
0° =
® ks, t<b

® G is strongly protected, 2~%-uniform, and 2~ *-universal

2(N 2q
_ 2N Hom Hip—o N
nalr-prf < b—s £b—¢
AdvF (A) - 9c 2min{5,5 7M:,_‘Y B + 21)@

bounds leakage from

bounds the number of repeated leakages on same G(K, X) ST R 1 T 13 /22
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K|V
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Limitations of SuKS
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Limitations of SuKS
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Limitations of SuKS
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SuKS Does Not Use the Sponge to the Fullest

® Full-state absorption?
® Arbitrary-length squeezing?

® Multi-user security analysis?
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SuKSessor: SuKS’s Successor




SuKSessor: Suffix Keyed Sponge Essor
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SuKSessor: Suffix Keyed Sponge Essor
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Observation 1
® FSKS allows for arbitrary-length squeezing
® There is no reason to restrict SuKS to a single squeeze only

Observation 2
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SuKSessor: Suffix Keyed Sponge Essor
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SuKSessor: Suffix Keyed Sponge Essor
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Observation 1

® FSKS allows for arbitrary-length squeezing

® There is no reason to restrict SuKS to a single squeeze only
Observation 2

® A secret state tolerates full-state absorption

® | eakage resilience should remain if secret states do not repeat too often
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SuKSessor: Suffix Keyed Sponge Essor
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® FSKS allows for arbitrary-length squeezing

® There is no reason to restrict SuKS to a single squeeze only
Observation 2

® A secret state tolerates full-state absorption

® | eakage resilience should remain if secret states do not repeat too often
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SuKSessor: Suffix Keyed Sponge Essor
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We prove black-box security and leakage resilience
of SuKSessor in the multi-user setting
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We prove black-box security and leakage resilience
of SuKSessor in the multi-user setting
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® \We require uniqueness of P (as in the original SuKS). ..

® .. but otherwise data can be freely distributed over P and Q
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SuKSessor: Suffix Keyed Sponge Essor
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We prove black-box security and leakage resilience
of SuKSessor in the multi-user setting

(=]

Q

® \We require uniqueness of P (as in the original SuKS). ..
® .. but otherwise data can be freely distributed over P and Q

® For empty @ and |T'| < wu: original SuKS retained
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Multi-User Security of SuKSessor (1/2)
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Multi-User Security of SuKSessor (1/2)
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Multi-User Security of SuKSessor (1/2)
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only “true” multi-user security loss
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Multi-User Security of SuKSessor (2/2)
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Multi-User Security of SuKSessor (2/2)
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Interpretation and Remarks
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® For 1 user, empty @, and |T| < u, bound identical to that of SuKS
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Multi-User Security of SuKSessor (2/2)
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Interpretation and Remarks

(=]

Q

® For 1 user, empty @, and |T| < u, bound identical to that of SuKS
® Full-state absorption basically for free

® Squeezing up to roughly u ~ r + ¢/2 — log,(c) bits, per permutation
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Multi-User Security of SuKSessor (2/2)
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® We can release condition that P is unique but. ..

® .. bound would be worse than existing FSKS results, or. ..
® .. proof would have to handle FSKS separately under the hood

® \We see little value in a one-proof-for-all
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