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Introduction



Ancient Hashing

Cryptographic Hash Function

arbitrary-length message M H fixed-length digest H\

∗
\

n
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Modern Hashing

eXtendable Output Function

arbitrary-length message M XOF
requested output size n

arbitrary-length digest H
truncated to n bits

\

∗

\

N

\

n

• Ideally behaves like a random oracle RO [BR93]

• Different messages −−→ independent random-looking digests
• Same message but different output sizes −−→ prefixed digests
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Sponges [BDPV07, BDPV08]

0

0
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inner

p p p p p p

absorb squeeze

M pad trunc H

· · ·

· · ·

\

r

\

c

\

r

\

c

• p is a b-bit permutation, with b = r + c

• r is the rate
• c is the capacity (security parameter)

• Behaves like a RO up to 2c/2 queries

• Can be used in keyed mode: sponge(K∥M)
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Non-Exhaustive History of Sponge Modes [Men26]

Keyless Keyed

•2010 JH+proof [Wu09, BMN10]

•2011 PHOTON [GPP11]

•2012 Parazoa [AMP12]

•2014 PHOTON’s proof [NO14]

•2015 SHA-3 standard [Nat15]

•2022
Tight preimage
resistance [LM22]

•2023 Restricted indiff. [Lef23]

•2024 Double Sponge [LM24b]

•2025
Sponge-DM/

Sponge-EDM [SLZ+25]

Hash

•2023 SAFE [AKMQ23]
•2023 SAFE’s proof [KMM23]

•2025
Padding-free
hashing [LMM25]

AO-Specific

•2014 Sufficient conditions [BDPV14]

•2018
SoK: sound
tree hashing [DMV18]

•2020 Corrigendum [GDM20]

Tree Hash

•2011
Outer-Keyed
Sponge [BDPV11b]

•2012
Inner-Keyed
Sponge [CDH+12]

•2015 OKS/IKS analysis [ADMV15]

•2015
Full-Keyed
Sponge [MRV15]

•2016 impr. OKS/IKS analysis [NY16]

•2017 Farfalle [BDH+17]

•2018 Key prediction [Men18]

•2022 Asakey [DMP22]

•2024 AsconPRF [DEMS24]

•2025 MacaKey [LM25a]

Keyed Sponge

•2019 SuKS [DM19c]

•2020 Analysis of SuKS [DM20]

•2024
Leakage resilience
of SuKS [BM24]

Suffix-Specific

•2011 Duplex [BDPV11a]

•2015
Full-Keyed
Duplex [MRV15]

•2017 Modern Duplex [DMV17]

•2019 Leakage resilience [DM19a]

•2023
SoK: Duplex
guide [Men23]

•2024
Initialization
of Duplex [DM24]

Keyed Duplex

•2011 SpongeWrap [BDPV11a]

•2012 MonkeyDuplex [BDPV12]

•2014 Ascon [DEMS14]
•2014 APE+proof [ABB+14a, ABB+14b]
•2014 NORX+proof [AJN14, JLM14]

•2015 Optimized AD/P [SY15]

•2018 Beetle [CDNY18]

•2020 Generalized Beetle [CJN20]

•2023 Ascon proof [CDN23]

•2024 Ascon proof [LM24a]
•2024 Ascon proof [CDN24]

•2025
SoK: Security
of Ascon [LM25b]

AE-Specific

•2010 Sponge PRNG [BDPV10]

•2016 Robust PRNG [GT16]
•2016 Reverie [Hut16]

PRNGs
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SuKS: Suffix Keyed Sponge



SuKS: Suffix Keyed Sponge [DM19c]

p p p p
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1 Absorbs data as in the keyless sponge

2 Absorbs key using some function G (a simple XOR suffices)

3 Squeezes t-bit tag after final permutation call
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SuKS Versus Full-State Keyed Sponge
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FSKS [BDPV12, MRV15]
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SuKS [DM19c]

Disadvantages of SuKS

• No full-state absorption

• At best c/2-bit security (offline attack)

Advantages of SuKS

• Side-channel leakage limited

• s, t ≤ b arbitrary (typical: s = t = c/2)
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Intermezzo: Multicollision Coefficient (1/2)

Definition

• M balls, 2r bins

• µM
r,c is smallest x such that Pr (|fullest bin| > x) ≤ x

2c

Intuition of Behavior

• If M ≪ 2r, all bins will likely be “reasonably” empty

• If M ≫ 2r, there will likely be a bin with around linear(b) · M
2r balls

• Formula for µM
r,c, and upper bounds in above 2 cases, derived in [DMV17]

• µM
r,c is (at most) smallest x that satisfies

2be−M/2r (M/2r)x

(x−M/2r)x!
≤ 1
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Intermezzo: Multicollision Coefficient (2/2)

Stairway to Heaven for b = 256

, b = 400, b = 800

2r−200 2r−180 2r−160 2r−140 2r−120 2r−100 2r−80 2r−60 2r−40 2r−20 2r 2r+20
1

4

16

64

256

1024

4096

M

νMr,c

M/2r µM
r,c

µM
r,c µM

r,c

2−256 —

2 4

2−128 2

4 7

2−64 4

7 12

2−32 8

12 23

2−16 14

21 40

2−8 23

34 64

20 57

80 139

28 601

707 944

216 70205

71484 74119

219 537313

540887 548194

9 / 22

µM
r,c



Intermezzo: Multicollision Coefficient (2/2)

Stairway to Heaven for b = 256, b = 400

, b = 800

2r−200 2r−180 2r−160 2r−140 2r−120 2r−100 2r−80 2r−60 2r−40 2r−20 2r 2r+20
1

4

16

64

256

1024

4096

M

νMr,c

M/2r µM
r,c µM

r,c

µM
r,c

2−256 — 2

4

2−128 2 4

7

2−64 4 7

12

2−32 8 12

23

2−16 14 21

40

2−8 23 34

64

20 57 80

139

28 601 707

944

216 70205 71484

74119

219 537313 540887

548194

9 / 22

µM
r,c



Intermezzo: Multicollision Coefficient (2/2)

Stairway to Heaven for b = 256, b = 400, b = 800

2r−200 2r−180 2r−160 2r−140 2r−120 2r−100 2r−80 2r−60 2r−40 2r−20 2r 2r+20
1

4

16

64

256

1024

4096

M

νMr,c

M/2r µM
r,c µM

r,c µM
r,c

2−256 — 2 4

2−128 2 4 7

2−64 4 7 12

2−32 8 12 23

2−16 14 21 40

2−8 23 34 64

20 57 80 139

28 601 707 944

216 70205 71484 74119

219 537313 540887 548194

9 / 22

µM
r,c



Security of SuKS [DM19c]
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• k, s, t ≤ b

• G is 2−δ-uniform and 2−ϵ-universal

Advprf
F (A) ≤ 2N2
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µ
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2min{δ,ε} +
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inner collision

“break at T”,
bounds construction
queries with same tag

“break at G”, bounds primitive queries with same inner part
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Application to MAC Part of ISAP [DEM+20, DEM+19]
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(b, c, r, k) = (400, 256, 144, 128)

• µ
2(N−q)
b−s,s = µ2129

272,128 ≤ 3

• µq
t,b−t = µ2128

128,272 ≤ 80

Advprf
IsapMAC(A) ≤ 2N2

2256
+

3N

2128
+

80N

2272

(b, c, r, k) = (320, 256, 64, 128)

• µ
2(N−q)
b−s,s = µ2129

192,128 ≤ 5

• µq
t,b−t = µ2128

128,192 ≤ 67

Advprf
IsapMAC(A) ≤ 2N2

2256
+

5N

2128
+

67N

2192
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Leakage Resilience

F p
K [F p

K ]L p RO [F p
K ]L p

A

P →T P →T x→y P →T P →T x→y

Advnalr-prf
F (A) = max

L∈L
∆A

(
[F p

K ]L , F p
K , p ; [F p

K ]L ,RO∗,t, p
)

• Non-adaptive leakage resilience

• Bounded leakage model
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Leakage Resilience of SuKS
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• k, s, t ≤ b

• G is strongly protected, 2−δ-uniform, and 2−ϵ-universal

Advnalr-prf
F (A) ≤ 2N2
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+
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bounds the number of repeated leakages on same G(K,X)
bounds leakage from
secret next to T
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.

K ‖ IV

pk

Initialize

Yi

rk

pb
ck

Re-keying

Yw

rk

ck

pk

K∗

z

Squeeze

(a) IsapRK, with (IV, z) = (IVke, n−k) if
called by IsapEnc and (IV, z) = (IVka, k)
if called by IsapMAC

N

k

IsapRK

K(IVke, n−k)
k

K∗
en−k

Initialize

pe

Mi Ci

rh

ch

Encrypt Plaintext

pe

Mt Ct

≤ rh

(b) IsapEnc

N

IVa

ph

k

Initialize

Ai

rh

ph
ch

Authenticate Ass. Data

As

rh

ph
ch

0∗ ‖ 1

Ci

rh

ph
ch

Authenticate Ciphertext

Ct

rh

ph
ch

phIsapRK

T

K(IVka, k)

k

k

Y
k

K∗
a k

Finalize

(c) IsapMAC

Fig. 1: Isap authenticated encryption

2

IsapRK

In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.
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Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.
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a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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In this brief note, we show how the leakage resilience of the keyed duplex and the
leakage resilience of the suffix keyed sponge accumulate to the leakage resilience of the Isap
mode. The ingredients of keyed duplex security are summarized in Section 3, and those on
suffix keyed sponge security in Section 4. The main result on the Isap mode is stated and
discussed in Section 5. The note is purposely high-level: in the body of this note we omit
all technicalities and use [7, 8] as a black-box insofar possible. Nevertheless, a more formal
reasoning is included, but only in Appendix A. Section 6 contains an interpretation of the
results.

Finally, we remark that Guo et al. (GPPS) [11] independently constructed a security
argument for Isap. It follows a different strategy, and henceforth resulted in different bounds
and underlying assumptions. We elaborate on the argument of GPPS in Section 7.

2 ISAP

Isap is specified by a security parameter k. Authenticated encryption of Isap gets as input
a key K ∈ {0, 1}k, a nonce N ∈ {0, 1}k, associated data A ∈ {0, 1}∗, and a message
M ∈ {0, 1}∗. It outputs a ciphertext C ∈ {0, 1}|M | and a tag T ∈ {0, 1}k. It is an encrypt-
then-MAC design. Encryption IsapEnc is depicted in Figure 1b and message authentication
IsapMAC in Figure 1c. Both functions internally use a rekeying function IsapRK, which
is depicted in Figure 1a. We remark that, although we have sticked to the figures of the
specification of Isap of Dobraunig et al. [5], we have simplified notation here and there to
suit the readability of this short note.

Isap comes with four variants, two of which have n = 320 and two of which have
n = 400. In any case, the security level is k = 128. The compression in IsapRK occurs at
rate rk = 1. The hashing capacity satisfies ch = 2k = 256 for all variants, and the hashing
rate subsequently satisfies rh = n− 2k. In our bounds, we will keep n and k as parameters,
and express rk, ck, rh, ch as function of these.
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SuKSessor: Suffix Keyed Sponge Essor
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Multi-User Security of SuKSessor (2/2)
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Interpretation and Remarks

• For 1 user, empty Q, and |T | ≤ u, bound identical to that of SuKS

• Full-state absorption basically for free

• Squeezing up to roughly u ≈ r + c/2− log2(c) bits, per permutation

• Meaningful loss in multi-user security only through qmax

• All terms are matched with a generic attack [DM20]

19 / 22



Multi-User Security of SuKSessor (2/2)

p p p p p p p p

G0r

0c

P 1 P 2

· · ·

· · ·

P ℓ K Q1 Q2

· · ·

Qµ
T 1 T 2

· · ·

· · ·

. . .

\

r

\

c

\

s

\

s

\

b− s

\ k

\

b

\

u

\

b− u

Interpretation and Remarks

• For 1 user, empty Q, and |T | ≤ u, bound identical to that of SuKS

• Full-state absorption basically for free

• Squeezing up to roughly u ≈ r + c/2− log2(c) bits, per permutation

• Meaningful loss in multi-user security only through qmax

• All terms are matched with a generic attack [DM20]

19 / 22



Multi-User Security of SuKSessor (2/2)

p p p p p p p p

G0r

0c

P 1 P 2

· · ·

· · ·

P ℓ K Q1 Q2

· · ·

Qµ
T 1 T 2

· · ·

· · ·

. . .

\

r

\

c

\

s

\

s

\

b− s

\ k

\

b

\

u

\

b− u

Interpretation and Remarks

• For 1 user, empty Q, and |T | ≤ u, bound identical to that of SuKS

• Full-state absorption basically for free

• Squeezing up to roughly u ≈ r + c/2− log2(c) bits, per permutation

• Meaningful loss in multi-user security only through qmax

• All terms are matched with a generic attack [DM20]

19 / 22



Multi-User Security of SuKSessor (2/2)

p p p p p p p p

G0r

0c

P 1 P 2

· · ·

· · ·

P ℓ K Q1 Q2

· · ·

Qµ
T 1 T 2

· · ·

· · ·

. . .

\

r

\

c

\

s

\

s

\

b− s

\ k

\

b

\

u

\

b− u

Interpretation and Remarks

• For 1 user, empty Q, and |T | ≤ u, bound identical to that of SuKS

• Full-state absorption basically for free

• Squeezing up to roughly u ≈ r + c/2− log2(c) bits, per permutation

• Meaningful loss in multi-user security only through qmax

• All terms are matched with a generic attack [DM20]

19 / 22



Multi-User Security of SuKSessor (2/2)

p p p p p p p p

G0r

0c

P 1 P 2

· · ·

· · ·

P ℓ K Q1 Q2

· · ·

Qµ
T 1 T 2

· · ·

· · ·

. . .

\

r

\

c

\

s

\

s

\

b− s

\ k

\

b

\

u

\

b− u

Interpretation and Remarks

• For 1 user, empty Q, and |T | ≤ u, bound identical to that of SuKS

• Full-state absorption basically for free

• Squeezing up to roughly u ≈ r + c/2− log2(c) bits, per permutation

• Meaningful loss in multi-user security only through qmax

• All terms are matched with a generic attack [DM20]

19 / 22



Multi-User Leakage Resilience of SuKSessor
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• k, s, u ≤ b

• G is strongly protected, 2−δ-uniform, and 2−ϵ-universal

• qmax is maximum number of users evaluating a single P

Advmu-nalr-prf
F (A) ≤ 2N2
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µ
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• Take a 320-bit permutation p, G is a simple XOR, aim for 128-bit security

• (c, r) = (256, 64), s = k = 128
• u still unspecified

• Assume online complexity σ ≤ 264 and offline complexity at most 2128

• Bound simplifies to:

Advmu-prf
F (A) ≤ 2N2

2256
+

qmax · µ2129

192,128 ·N
2128

+
µ264

u,320−u ·N
2320−u

21 / 22
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µ264

u,320−u 67 5 3 3 3

µ264

u,320−u ·N
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2−121.9 2−61.7 2−14.4 2−6.4 3
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Conclusion

SuKSessor

• SuKS: easy-to-protect message authentication as used in ISAP v2

• SuKSessor generalizes SuKS at almost no cost to:

• full-state post-key absorption
• arbitrary-length squeezing
• multi-user security analysis

A Scheme That Captures All?

• We can release condition that P is unique but. . .

• . . . bound would be worse than existing FSKS results, or. . .
• . . . proof would have to handle FSKS separately under the hood

• We see little value in a one-proof-for-all

Thank you!
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Ronny Van Keer.

Farfalle: parallel permutation-based cryptography.

IACR Trans. Symmetric Cryptol., 2017(4):1–38, 2017.

Guido Bertoni, Joan Daemen, Michaël Peeters, and Gilles Van Assche.
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