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Motivation
When is post-quantum security for symmetric-key cryptography different?
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Example: Block Ciphers
• Block cipher

• 𝑛 is the block size and 𝑚 is the key size

• Example: AES

A block cipher 𝐸: {0,1}𝑚× {0,1}𝑛 → {0,1}𝑛 is a pseudorandom 
permutation. In particular, 𝐸𝑘 ∙ = 𝐸(𝑘,∙) is a permutation of {0,1}𝑛 
for all 𝑘 ∈ {0,1}𝑚  .
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Motivation

AES is widely assumed to be post-quantum secure…

…so what is there even to study?

Security proofs for higher level constructions! Idealized models need 

revisiting.

⇒ Analysis needs to be done in Quantum Ideal Permutation/Cipher 

model!!!
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Attack Models
What is the right definition of post-quantum security?
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(Quantum) Ideal Permutation Model (QIPM)

• Model: 
• Public permutation 𝑃 is replaced by uniformly random permutation.
• All parties have oracle access to 𝐸 and 𝐸−1

• Quantum: Need to provide quantum oracle

𝑘 𝑥 𝑦 ↦ 𝑘 𝑥 𝑦 ⊕ 𝐸𝑘 𝑥  𝑘 𝑥 𝑦 ↦ 𝑘 𝑥 𝑦 ⊕ 𝐸𝑘
−1 𝑥

6



Q1 vs Q2 Query Access (within QICM)
• QICM: quantum ideal cipher oracle.
• Adversary is granted oracle access to the keyed construction.
• Q1 vs Q2: different access to the keyed construction.

Q1 (Post-quantum security) Q2 (overkill for most things)

Adversary type Quantum Quantum

Queries to the ideal permutation 
𝑃

Quantum (QIPM) Quantum (QIPM)

Queries to keyed construction 𝐸𝑘 Classical Quantum
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The H-coefficient technique
The Swiss army knife of provable symmetric-key cryptography
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The H-coefficient technique

• Adversary 𝒜 interacting with one of two oracles, 𝒪0 or 𝒪1 drawn 
from probability distribution 𝐷0 or 𝐷1, needs to guess which

• Advantage: Pr 1 ← 𝒜𝒪0 − Pr 1 ← 𝒜𝒪1

• 𝒪𝑖  can be multiple oracles
• Covers many situations, e.g. cipher constructions from ideal 

permutation/cipher



The H-coefficient technique

• Adversary 𝒜 interacting with one of two oracles, 𝒪0 or 𝒪1 drawn 
from probability distribution 𝐷0 or 𝐷1, needs to guess which

• ↝ Query transcript 𝑇 ∈ 𝒯

Observations:
• WLOG deterministic 𝒜

• 𝑇 determines the output bit
• RVs 𝑇0, 𝑇1

• Pr 𝑇𝑖 = 𝜏 ∈ 0, 𝑝𝑖 𝜏  where 𝑝𝑖  only depends on 𝒪𝑖



The H-coefficient technique

Theorem:
Let 𝐵 ⊂ 𝒯. Then

Pr 1 ← 𝒜𝒪0 − Pr 1 ← 𝒜𝒪1 ≤ Pr 𝑇1 ∈ 𝐵 + 𝜀,

• Where 𝜀 is such that for all 𝜏 ∉ 𝐵 with Pr 𝑇0 = 𝜏 > 0,
Pr 𝑇0 = 𝜏

Pr 𝑇1. = 𝜏
≥ 1 − 𝜀



More observations:
• Say 𝒪0/ 𝒪1 is real/ideal world: only need Pr 𝑇1 ∈ 𝐵  in ideal world
• Pr 𝑇𝑖 = 𝜏 ∈ 0, 𝑝𝑖 𝜏  where 𝑝𝑖  only depends on 𝒪𝑖  ↝ no need to 

reason about adversary!

The H-coefficient technique



Example: Even-Mansour



Example: Even-Mansour

• Block cipher from public permutation 𝑃: 𝐸𝑘 x = 𝑃 x ⊕ 𝑘 ⊕ 𝑘

• SPRP Security in IPM via H-coefficient:
• 𝐵 =set of transcripts where an input (output) of 𝐸𝑘/𝑅 differs from 

an input (output) of 𝑃 by 𝑘
• Transcript probability very similar (more values excluded for real 

world)



The H-coefficient technique
The Swiss army knife of provable symmetric-key cryptography
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QIPM changes everything
Observations:
• WLOG deterministic 𝒜

• 𝑇 determines the output bit
• RVs 𝑇0, 𝑇1

• Pr 𝑇𝑖 = 𝜏 ∈ 0, 𝑝𝑖 𝜏  where 𝑝𝑖  only depends on 𝒪𝑖



QIPM changes everything
Observations:
• WLOG deterministic 𝒜        Quantum measurement produces 

randomness

• 𝑇 determines the output bit
• RVs 𝑇0, 𝑇1
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Superposition oracles can help, but…

• Zhandry’s compressed oracle technique: kind of a transcript
• Permutations: more difficult (M, Malavolta, Walter, STOC ‘25; 

Alagic, Carolan, M, Tokat, FOCS ’25; Carolan, STOC ‘26)



Superposition oracles can help, but…

• Zhandry’s compressed oracle technique: kind of a transcript
• Permutations: more difficult (M, Malavolta, Walter, STOC ‘25; 

Alagic, Carolan, M, Tokat, FOCS ’25; Carolan, STOC ‘26)
• Crucially, still out of reach:

• 𝑇 determines the output bit
• RVs 𝑇0, 𝑇1

• Pr 𝑇𝑖 = 𝜏 ∈ 0, 𝑝𝑖 𝜏  where 𝑝𝑖  only depends on 𝒪𝑖

• Natural analogue of Pr 𝑇0=𝜏

Pr 𝑇1.=𝜏
: Löwner order  superposition 

oracle
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Alternative: Hybrids!



Indistinguishability of hybrids

• Two steps in hybrid transition:
• Replace 𝐸𝑘  with 𝑅  and “repair” ƿ𝑃

• Replace the first ƿ𝑃 with 𝑃 
•  2 Technical lemmas:

• A resampling lemma for random permutations
• A reprogramming lemma in terms of expected number of 

queries



Resampling
Different applications (random oracles, permutations, ideal ciphers) and 
different assumptions (uniform/high entropy/adaptive choice of input)



Reprogramming



Refined Hybrids

𝐇𝑗 ∶ P , 𝑅, P , … , 𝑅, P ,  E𝐾 P𝑗 , P𝑗 ,  E𝐾 P𝑗 , P𝑗 , … , E𝐾 P𝑗 , P𝑗

𝐇𝑗
1 ∶ P , 𝑅, P , … , 𝑅, P ,  E𝐾 P𝑗+1 , P𝑗+1 ,  E𝐾 P𝑗+1 , P𝑗+1 , … , E𝐾 P𝑗+1 , P𝑗+1

𝐇𝑗
2 ∶ P , 𝑅, P , … , 𝑅, P ,  𝑅, P𝑗+1 ,  E𝐾 P𝑗+1 , P𝑗+1 , … , E𝐾 P𝑗+1 , P𝑗+1

𝐇𝑗+1: P , 𝑅, P , … , 𝑅, P ,  𝑅, P ,  E𝐾 P𝑗+1 , P𝑗+1 , … , E𝐾 P𝑗+1 , P𝑗+1

𝑗 classical queries (𝑗 + 1)st classical query 𝑞𝐶 − 𝑗 − 1 classical queries

𝐇0: P , Ek P , … E𝐾 P , P ,                  … , E𝐾 P , P

𝐇𝑞𝑐
:  P , 𝑅, P …  𝑅, P ,  … , 𝑅, P

…
…
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Result:

• First term is tight, second is not
• Matching attack for first term: BHT, Offline Simon’s



• Post-quantum Security of the Even-Mansour cipher [ABKM22] 
• Post-quantum Security of Tweakable Even-Mansour, and Applications [ABKMS24] 
• Parallel-query post-quantum Security of Key-Alternating Ciphers [BEM25] 
• Post-quantum Security of Key-Alternating Feistel Ciphers [BBCJJRST25]
• Pseudorandom Function-Like States from Common Haar Unitary [HY25]
• Post-quantum security of keyed sponge-based constructions [Hos25]
• Post-quantum Security of FX, LRW, XEX [ABMS26]
• Multi-Key Security in the Quantum World: Revisiting Tweakable Even-Mansour and FX [SI26a]
• Post-quantum Security of Tweakable Key-Alternating Feistel Ciphers in the Multi-key Setting 

[SI26b]
• Post-quantum multi-key security of GCM (in QICM) [Hos26]

• More …?
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Applications



Take-home messages

• Post-quantum security of symmetric-key crypto should be fine, but work 
is still needed to provide the same level of provable security guarantees 
as classical

• H-coefficient seems unlikely to be of help in the post-quantum 
setting

• The potential of the ABKM22 hybrid technique doesn’t seem 
exhausted yet
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Thank you
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