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Background
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How to Protect a Secret? In Secure Hardware

Put it in a smart card

Or in other secure hardware (say, HSM)
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But What are the Disadvantages?

Secure hardware is expensive

Difficulty in upgrading. If a weakness is exposed, it is not easy to upgrade. Bugs, security
flaws might occur.
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Software Solutions are Better

Cheaper

Easy to update

Easy to fix

Application Example-
Digital rights management (DRM) (Adv:
User)
Mobile payment (Adv: Malware)
Car Connectivity
and others......
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Examples
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Overall

Possible threats
Malware
Co-hosted apps
Users

Adversary can
Fully control over the execution environment
Reverse-engineer
Access memory
Retrieve the secret
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Intro to White-box Crypto
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Breiefly, White-Box Cryptography (WBC) was

Chow et al [CEJO01] in SAC 2001

As a special-purpose obfuscation for AES

Adversary has full access and control to the
implementation and execution environment
respectively

Main goal is to make key extraction difficult

Several other new goals were proposed later
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What is an Obfuscator?

A word π in language L (π ∈ L is some encoded string)

Obfuscator O: A compiler that takes a program Π with an embedded secret S, denoted
by ΠS , such that

O(ΠS) ≡ ΠS

No info on S is revealed given full access O(ΠS)
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White-Box AES

Here π = AES, S = K , and πS = AESK

Target: Hide secret key in obfuscated
key-embedded code for AES

Simple but Inefficient solution: Huge table
O(AESK ) = T , s.t T [i ] = AESK (i)

Chow et al’s work: Network of small tables
masked with random non-linear encoding

Broken in three years [BGE04]

Several other dedicated designs: Broken
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Formal Security Notions

Avik Chakraborti (IAI, TCG CREST) Security in the White-box Setting 12 / 53



First Attempt on Formal White-box Security Notions [DLPR13]

Unbreakability

One-Wayness

Incompressibility

Traceability (for public key solutions)
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Unbreakability (Addresses Key-extraction)

WB-Ek A k

For simplicity use Comp(S) instead of Comp(πS). Let E be an encryption scheme, CE be a
white-box compiler, and A be an adversary. For atk ∈ {CPA, CCA, RCA}, The success
probability for Unbreakability is defined as

Succubk−atk
A,CE

= Pr [k $←− K, r $←− R, P = CE(k, r), k̂ $←− AO(P) : k̂ = k], s.t

O(.) = ϵ when atk = CPA, O(.) = Dk(.) when atk = CCA, and
O(.) = CE(k,R) when atk = RCA(recompilationattack)
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One-Wayness
m

WB-Ek

c

A X m

Let E be an encryption scheme, CE be a white-box compiler, and A be an adversary. For
atk ∈ {CPA, CCA, RCA}, The success probability for One-wayness, Succow−atk

A,CE
is defined as

Pr [k $←− K, r $←− R, P = CE(k, r), m $←−M, c = Ek(m), m̂ $←− AO(P, c) : m̂ = m], s.t

O(.) = ϵ when atk = CPA, O(.) = Dk(.) when atk = CCA, and
O(.) = CE(k,R) when atk = RCA
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(λ, δ)-Incompressibility (Addresses Code-Lifting)

WB-Ek
> 10GB A X Ek

< 10KB

Let E be an encryption scheme, CE be a white-box compiler, and A be an adversary. For
atk ∈ {CPA, CCA, RCA}, let Adv(λ,δ)−inc−atk

A,CE
is defined as

Pr [k $←− K, r $←− R, P = CE(k, r), Pcom
$←− AO(P) : ∆(Pcom, Ek(.)) ≤ δ ∩ |Pcom| < λ] s.t

O(.) = ϵ when atk = CPA, O(.) = Dk(.) when atk = CCA, and
O(.) = CE(k,R) when atk = RCA

Here, ∆(P, f ) = Pr [a $←− A, b ← P(a) : b ̸= f (a)]. We say CE is (t, ϵ) secure in the sense of
(λ, δ)-inc-atk, if for any A with running time t, Adv(λ,δ)−inc−atk

A,CE
≤ ϵ.
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Variants of One-way ness
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Strong White-box [BBK14]

Adversary should be unable to mimic
decryption function, given white-box
code of EK .
Resemblance with trapdoor perm
CPA setting, goal is stronger
Used multivariate crypto: lack
reductions to established assumption
Broken in [GPT15] (key recovery),
[DDKL15] (decomposition),
[MDFK15] (key recovery)

Challenger A

chooses K $← {0, 1}k

computes P $← Comp(K)

P

;

D′

check D′ ≈ DK or not
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Variants of Incompressibility: Most Desired
Notion
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Background: Code-Lifting Attack
When key-extraction is not possible, the adversary lifts the code

First addressed in [DLPR13]
Large incompressible program
Full code distribution hard for a attacker
Incompressible design by [BBK14], [BI15], [FKKM16], [BIT16]
Several other designs

Important point
Unbreakability, One-way ness: Single adversary (say malware)
Incomprerssibility: Two adversaries (Alocal ,Aremote)
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Total Four Attempts of Formalizing Security Against Code-lifting

Incompressibility by [DLPR13] (already discussed above)

Weak Whitebox by [BBK14]

Space-hardness by [BI15]

Weak and Strong Incompressibility by [FKKM16]
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Second Attempt: T-secure Weak White-box (w.r.t Alocal) [BBK14]

Challenger Alocal

chooses K $← {0, 1}k

computes P $← Comp(K)

P

;

computes E ′ with |E ′ | ≤ T

E ′

check E ′ ≈ EK or not
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T-secure Weak White-box

Simply, adversary who gets a secure weak white-box implementation is unable to find out
any compact (shorter than T ) equivalent representation of it

ASASA structure based cipher (two secret non-linear layer + three secret affine layer)

Uses a dedicated small block cipher for the keyed-sbox.

Broken in a year [DDKL15] (Decomposition Attack), [MDFK15] (Key-Recovery attack)
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Third Attempt: Informal Variant of Incompressibility [BI15]

The notion is called Space-hardness

The difficulty of code lifting attack is measured by space-hardness

Introduced by Bogdanov et al., in ACM, 2015 and proposed a space-hard cipher SPACE

ASIACRYPT 2016 paper [BIT16] proposed white-box implementation of SPNbox cipher
achieving better space-hardness than SPACE
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Space Hardness

Attack setup: (1) Local adversary (leaks), (2) Remote adversary (receives leakage)

(M, z) Weak Space Hardness
An encryption scheme Ek is said to be weak (M, z) space hard if it is infeasible to encrypt (decrypt)
any randomly chosen plaintext (ciphertext) with probability more than 2−z given any code (table) of
size less than M-bits

(M, Z) Strong space-hardness
An encryption scheme Ek is said to be strong (M, z) space-hard if it is infeasible to compute a
plaintext-ciphertext pair with probability more than 2−z given any code (table) of size less than M-bits
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Weak and Strong Space-hardness

Weak Space-hardness

Challenger Aremote

chooses k $← K

computes P $← Comp(k)

|P| = T
L,∋ |L| ≤ M

mch $←M mch

c

check c = P(mch) or not

Strong Space-hardness

Challenger Aremote

chooses k $← K

computes P $← Comp(k)

|P| = T
L,∋ |L| ≤ M

(mch, cch)

check cch = P(mch) or not
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Power of Adversary

Known Space (KS) Attack

Chosen Space (CS) Attack

Adaptive Chosen Space (ACS) Attack
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Known Space (KS) Attack

Challenger Aremote

chooses k $← K

computes P $← Comp(k)

|P| = T

computes yi = Pr
j (xi )

(x1, y1), . . . , (xq , yq)
mch $←M mch

c

check c = P(mch) or not
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Chosen Space (CS) Attack

Challenger Aremote

chooses k $← K

computes P $← Comp(k)

|P| = T x1, x2, . . . , xq

computes yi = Pr
j (xi )y1, y2, . . . , yq

mch $←M mch

c

check c = P(mch) or not
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Adaptive Chosen Space (ACS) Attack

Challenger Aremote

chooses k $← K

computes P $← Comp(k)

|P| = T xi
computes yi = Pr

j (xi ) yi
(q times adaptively)

mch $←M
mch

c

check c = P(mch) or not
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Strong Space-hardness Under ACS

Not possible to achieve

Adversary chooses M, simply adaptively queries the table for the table invocations and
compute C .

Adversary outputs (M, C)

Potential open problem: Identify a Space-hardness notion between Weak Space-hardness and
Strong Space-hardness, and design of a white-box cipher secure under the notion

Avik Chakraborti (IAI, TCG CREST) Security in the White-box Setting 31 / 53



An Efficient Space-hard Construction: SPNBox [BIT16]

Snin is (AES key addition + Sbox) 64-times (why?)
Snin is a block cipher with high key extraction security
Key extraction security of SPNbox reduces to key extraction security of Snin

Three choices of nin : 8, 16, and 32
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Space-hardness of SPNBox

Let Snin is implemented by a table Tnin

|Tnin | = T in bits

Assume T/4 table bits are leaked

To compute C for an arbitrary P (say known and chosen space setting)
Total s Sboxes are invoked
Each Sbox can be computed with a probability 1/4
Total Space-Hardness probability is (1/4)s

SPNBox is not One way secure w.r.t local adversary
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Fourth Attempt: Weak and Strong Incompressibility by [FKKM16]

Fouque et al. proposed weak and strong incompressibility

Provably secure (weak model) incompressible scheme: White-block (Invertible)

Provably secure (strong model) incompressible scheme: White-key (Non-invertible)

Table based construction (table is viewed as a PRF)

Weak incompressibility Similar to space-hardness [BI15] and weak white-box [BBK14]

Strong incompressibility: To distinguish the output of the encryption
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Weak and Strong Incompressibility

Weak Incompressibility

Challenger Aremotey

chooses T D← T

qi

T (qi )
s times

P $← P P
C

check C = ET (P) or not

Strong Incompressibility

Challenger Aremote

chooses set S and compression
algorithm f : T → S

f
f (T )

chooses T D← T

mi

computes ci = ET (mi ) ci
s times

b $← {0, 1}
m0, m1

ET (mb)
b′

check b′ = b or not
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Weak Incompressibility is Similar to Weak Space-Hardness

A scheme is (s, λ, δ)-weakly incompressible iff any adversary allowed to adaptively query
up to s entries of the table T can only correctly encrypt up to a proportion δ of plaintexts
(except with negligible probability 2−λ over the choice of T )

(s, λ, δ)-weak incompressibility matches exactly with (s,−log(δ))-space-hardness
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A New Stronger Notion of Incompressibility:
Longevity [KI21]

Avik Chakraborti (IAI, TCG CREST) Security in the White-box Setting 37 / 53



Idea

Avik Chakraborti (IAI, TCG CREST) Security in the White-box Setting 38 / 53



Longevity

Continuous leakage of the code

Incompressibility under continuous leakage

z-longevity
A cryptographic scheme has z-longevity if it is computationally difficult to encrypt (decrypt)
any randomly chosen plaintext (ciphertext) with probability not more than 2−z where the
functionality remains constant, and code (table) is continuously leaked to the adversary

Proposed a white-box secure construction Yoroi achieving longevity

Used table update keeping same functionality

This notion needs to be redefined
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Design Idea
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YOROI
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YOROI
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Unfortunately

Yoroi was broken in a year [TI23]

Tables from different updates are not independent: Leakage from one table leaks
information about leakage from the updated table

Our very recent work [CGIK25] on designing EWEMrl (with Shibam Ghosh, Takanori
Isobe, and Sajani Kundu) achieves Lonegvity but assuming adversary can only leak
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EWEMrl

Algorithm 1 Subroutine χℓ,w
K . Note that, parsew(X) divides X into w, nin-bit words. Also,

K = K0∥K1∥ . . . ∥Kℓ−1, such that ∀i, |Ki| = κ

Input: X
1: X0∥X1∥ · · · ∥Xw−1 ← parsew(X)
2: return (Sℓ)K(X0)∥(Sℓ)K(X1)∥ · · · ∥(Sℓ)K(Xw−1), where (Sℓ)K(X) = SK0 ◦ SK1 ◦ · · · ◦
SKℓ−1(X)

Algorithm 2 EWEMrnin

K [r, ℓ, w, π] Black-box Description

1: Input: X
2: return χℓ,w

K ◦ π ◦ χℓ,w
K ◦ · · · ◦ π ◦ χℓ,w

K︸ ︷︷ ︸
r−times

(X)

• We use (Sℓ)K, such that K = K0∥K1∥ · · · ∥Kℓ−1,∀|Ki| = κ to denote SK0 ◦ SK1 ◦ · · · ◦428

SKℓ−1 .429

• We use Sℓ
K, such that |K| = κ to denote SK ◦ SK ◦ · · · ◦ SK︸ ︷︷ ︸

ℓ times

.430

EWEMr extends WEM by replacing SK with (Sℓ)K for general ℓ, where ℓ = 1 corresponds431

to WEM. Here, χℓ,w
K (described in Algorithm 4) is the keyed non-linear layer having the432

structure433

χℓ,w
K = (Sℓ)K(X0)∥(Sℓ)K(X1)∥ · · · ∥(Sℓ)K(Xw−1).434

Therefore, EWEMr is a generic block cipher design paradigm that extends the design of435

WEM by congesting each Sbox with multi-layered Sbox-es along with single-layered Sbox.436

For better understanding, a schematic diagram of EWEMr for r = 2, w = 8, ℓ = 4 and437

π = AES6 is given in Figure 1, where AES6 denotes 6 round AES.438

x0 x1 x2 x3 x4 x5 x6 x7

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

AES6

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

AES6

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

SK0 SK0 SK0 SK0 SK0 SK0 SK0 SK0

y0 y1 y2 y3 y4 y5 y6 y7

Figure 1: EWEMr16
K0∥K0∥K0∥K0 Black-box Encryption Algorithm for r = 2, ℓ = 4, w = 8, π = AES6.

EWEMr is explicitly parametrized with the Sbox size nin, number of rounds r, the439

number of layers ℓ 1, number of keyed Sbox-es invocations w at each Sbox layer and the440

choice of π and we denote it as EWEMrnin [r, ℓ, w, π]. For the sake of simplicity, we often441

1It is important to emphasize the distinction between round and layer. We call the outer rounds by
round and it is denoted with r (this is actually the number of public permutations). On the other hand
the number of keyed Sbox-es used in each (Sℓ)K is called layer and it is denoted with ℓ.
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ASIACRYPT 2022 Paper [HIT22]
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White-Box Security Formalization

First WB security notions considering two stage adversaries,

First notion addressing WB security of modes

A weak variant of public indifferentiability implies reduction,(informally, primitive is
white-box secure + the idealized mode weak-public indifferentiable implies the mode is
white-box secure)

White-box security analysis of SIV-CTR AEAD
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Real and Ideal World

17

Real World

A1

Enc𝐾 / Dec𝐾

M

query response

produce A2

Enc𝐾 / Dec𝐾

query response

output
leakage

White-Box
Implementation

(data)

Black-box oracle Black-box oracle
𝐹 / 𝐹−1

22

Ideal World

A1

𝐹 / 𝐹−1

M

query response

produce A2

query response

output

simulated
leakage

(data)

Random Injection Random Injection

Simulator

query

response

time
unbounded
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wh-PRP

Ch. A(Acreate ,Adist)

chooses K $← K
computes P $← Comp(K)

chooses b $← {0, 1}
If b = 1, P = EK , P−1 = DK

Else, choose a random permutation P
Mi

Ci = P(Mi )

(optional)

L, St ← AP(·)
create(·)

Lifter L(P)/ simulator SP,P−1 (.) leaks data L
L

(optional)
M′

i

C ′
i = P(M′

i )

b′ b′ ← AP(·)
dist (L, St)

Check b′ = b or not
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Why not Wh-AEAD?

A(Acreate ,Adist) never queries (N, A, M)

Acreate creates L that leaks (C , T ) for (N, A, M)

Adist makes a decryption query (N, A, C , T )

In the Ideal world, always Reject

Hence define Wh-PRI
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wh-PRI

Ch. A(Acreate ,Adist)

chooses K $← K
computes P $← Comp(K)

chooses b $← {0, 1}
If b = 1, f = EK , f −1 = DK

Else, choose a random injection f
Mi

Ci = f (Mi )

(optional)

L, St ← Af (·),f −1(·)
create (·)

Lifter L(P)/ simulator S f ,f −1 (.) leaks data L
L

(optional)
M′

i

C ′
i = f (M′

i )

b′ b′ ← Af (·),f −1(·)
dist (L, St)

Check b′ = b or not
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