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Provable Security using
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H-coefficient Technique
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H-Coefficient Technique: For Tgood € Tid,
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(Tidy TRe) < Pria(mis = 717 € Tyo0)

+ Il)dr(T ¢ 7E:ood)

GAPS 2025 Mirror Theory



H-coefficient Technique

C
ﬁfl n ﬁfl

| p——
Real World l Ideal World

TRe Tid

H-Coefficient Technique: For Tgood € Tid,

PrRe(TRe - 7—‘7_ S Eood)

A <1-
(7-|d7 TRG) = Pr|d (T|d — T|’7— E Eood)

=+ IILI‘(T € 7g;ood)

Need to count: |Tre N Tgood|-
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System of Equations and Non-Equations from Transcripts

T € Tre N Tgood satisfies three kinds of restrictions: (D x R)d
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T € Tre N Tgood satisfies three kinds of restrictions: (D x R)d
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System of Equations and Non-Equations from Transcripts

T € Tre N Tgood satisfies three kinds of restrictions:

(D x R)¢

Attainability restrictions
+ Goodness restrictions
+ Real world-realizability restrictions

Restrictions = System of Equations and
Non-Equations,

where the variables are outputs of the
primitives used in the construction.
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Example 1: XORP[w]
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Example 1: XORP[w]
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Example 1: XORP[w]|

Real World Realizability Restrictions:
Equations

T
XPeXi =y
XO . .
(0|l 4,** : i € [q]
XP XY =y
Xy
)| - —] By -y

Non-Equations
X@X) £0", (i,5) # ()

X Y
W) - — By @ Yu

7=z1,91), ", (Tq,Yq))
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Example 1: XORP[w]|

Real World Realizability Restrictions:
Equations

T
XPeXi =y
XO . .
(0|l 4,** : i € [q]
XP XY =y
Xy
()| - —] By, > -y

Non-Equations
X@X) £0", (i,5) # ()

Goodness Restrictions:

L) By e Y0 W A0 () € la] x [u]

vi#yl ield,j#i €l

7=z1,91), ", (Tq,Yq))
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Graphical representation of
Bivariate Equations and
Non-Equations



System of Bivariate Affine Equations

X1 Xo=M Xi0Xu=M Xe®Xr=M
Xo@dXz=X XuDXs=Xs XrDXg=2MAs
XsdXa=X3 XzBXs=X Xg®Xo=MXg
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System of Bivariate Affine Equations

X1 Xo=M Xi0Xu=M Xe®Xr=M
Xo@dXz=X XuDXs=Xs XrDXg=2MAs
XsdXa=X3 XzBXs=X Xg®Xo=MXg
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System of Bivariate Affine Equations

For having a solution, all

X19Xo=X X19Xs=M X6®X;=X cycles must have label sum
Xo@dXz=X XuDXs=Xs XrDXg=2MAs
Xs®Xa=X3 Xz3BXs=X Xs@®Xg=Xg
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System of Bivariate Affine Equations

For having a solution, all

X19Xo=X X19Xs=M X6®X;=X cycles must have label sum
Xo@dXz=X XuDXs=Xs XrDXg=2MAs
Xs®Xa=X3 Xz3BXs=X Xs@®Xg=Xg
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System of Bivariate Affine Equations

If we assign value to one

X1®9Xo=M Xi1®Xs=XM Xe®Xr=2\ variable the values of the all
Xo@dXz=X XuDXs=Xs XrDXg=2MAs
XsdXa=X3 XzBXs=X Xg®Xo=MXg

Tl e @(
o AGM | Ag
<
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the variables in its
component gets determined.

:= size of largest
A /69 fmax g

component



Adding Non-Equations

X1®0Xo=X X:®Xe=X5
X1@X3:)\l2 X7@X8:>\é
X1®Xa=X; X;®Xo=X\,
X160 X5 =)\
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Adding Non-Equations

X10Xa=XM X7®Xe=X;
X1®Xs=Xo X7:®Xs=DXg
X1®9Xa=X3 X:0Xo=X\,
X190 X5 =)\,

X; ®X; # 0" i,j € 9]
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Adding Non-Equations

X1®X2:)\l1 X7@X6:>\:r)
X19Xs=Xy Xr®Xs=NXg
X1®X4:)\é X7@X9:>\{7
X180 Xs =X,

Xi®X; #0" i,7 € 9]

No blue path has label sum 0"

Complete Mirror Theory Problem
(CMTP)
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Adding Non-Equations

@ XieYi=M Xs8Ys=M\
XodYi=X Xs®Yi=)Xs
Xo@ Yo = A3

D D)
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Adding Non-Equations

XioYi=M X38Ys=X\
Xo@Yi=X X3®Yi=As

Xo®Ye = A3
Xi® X; #0" i,j € [3]
Y,eY; #0" i,7 € [4]
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Adding Non-Equations

X10Y1i=M Xz380Ys=M\
Xo@Yi=X X3®Yi=Xs

Xo®Ye = A3
X:®X; A0 i,j € [3]
Vi £0"  ijeld

No even-length blue path has label

Biclique Mirror Theory Problem (BMTP) sum 0"
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Adding Non-Equations

@ X2 X3 XieYi=M\ XzsdYs =M\

XQEBleAQ X3@Y4:)\5

Xo®Yo=XA3 Yo®Z1 =X

Yo® Zo = A Ysd Z3 =\

D) 9 6@ ) 2D L2 7 3 43 8
@) &
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Adding Non-Equations

GAPS 2025

X10Y1i=M
Xo®Y:r =X\
Xo® Yo = A3
Yo® Zo = A7
X ® X, # 0
Y,;eY; #0"
Zi@Zj#On

X3DYs =\
X3@Yy=2MXs5
Yo® Z1 = e
Y3@ Z3 = Xs
i,J € [3]
i,j € [4]
i,J € [3]

Mirror Theory



Adding Non-Equations

Triclique Mirror Theory Problem (TMTP)

GAPS 2025

XioYi=M
Xo @Y1 = A2
XoPYs = A3
Yo ® Z2 = A7
X ®X; #0"
Y;aY; £0"
Z:® Z; # 0

X3DYs =\
X3®Yy= A5
Yo® Z1 =X
Ys® Z3 = As
i,j € [3]
i,J € [4]
i,j € [3]
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Different Variants of Mirror
Theory



Example 1: XORP[w] (contd.)

Equations
X0 ® X} =y 25D

i € [q] &

X} o X =y

Non-Equations

XleX) £0%  (4,4)# (.5
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Example 1: XORP[w] (contd.)

Equations
X9 & X} =y} D
i € [q] &

XYoo Xy =y?

Non-Equations

XI® X #£0%  (6,4)# (.5

Prre(TRe = 7) /\// ) g
Prig(mg = 7)

Goodness Restrictions:
WA (i) €l % [u]
vi #y;  i€ldi#5 € v
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Complete Mirror Theory [CDNPS23]

Consider a system of e equations

inwolving v variables

largest component size = Emax-

If VN > €2, 108y N + Emax, and 1 < v < N/12€2,., then the number of solutions
of the system of equations and complete set of non-equations is at least

(2")o

one *
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Complete Mirror Theory [CDNPS23]

Theorem

Consider a system of e equations
involving v variables
largest component size = Emax-
If VN > €2, logy N + max, and 1 < v < N/12€2.., then the number of solutions
of the system of equations and complete set of non-equations is at least
(2*)v
2ne -

= n-bit security for XORP[w]
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Example 2: 5 round permutation-based Luby-Rackoff

transcript: {((Li, R:), (Si, T3))}
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Example 2: 5 round permutation-based Luby-Rackoff

extended transcript: {((L;, R;), L}, R..(S;, T3))}
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Example 2: 5 round permutation-based Luby-Rackoff

extended transcript: {((L;, R;), L}, R},(S;,T3))}

XeoY, =L, Y,®Z =T, i€ [q]

GAPS 2025 Mirror Theory



Example 2: 5 round permutation-based Luby-Rackoff

extended transcript: {((L;, R;), L}, R.,(S;, T3))}

Xi@YiZLQ, Y,® Z;, =1T;, Z'G[q]

Note that R;ZR; — Xi:Xj7 Si:Sj — ZZ:ZJ
R®S =R,6S, « Y=Y,
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Triclique Mirror Theory

i

Bad events: e cycles, ® component size too large, ® path between two
X/Y/Z-vertices has label sum zero - w.p. O(q/2") due to
randomness of 71, mo
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Triclique Mirror Theory

Yy £y L§ o L Lg Ll Lg

Ts 4 6 T7

2 2 9 2 2 Z)

#(X,Y, Z)-respecting solutions
=+ permutation-triples (1, ma, 73): WmLm2m)(LL R = (S;, T).
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Triclique Mirror Theory

Theorem ([CS25])

Good system of equations: # equations = e,
partition of variables = Vi L1 V5 U V3.
largest component size = £

If g < % and 2"/? > ng? 4 n,

(2" = 2)jw) (2" = 2)jw,1 (2" — 2) v
27?,() ’

#(V1, Vi, Vs)-respecting solutions >

The extends the result for biclique mirror theory by [CLL24]
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Triclique Mirror Theory

Theorem ([CS25])

Good system of equations: # equations = e,
partition of variables = V1 U Vo U V3.
largest component size = £

If ¢ < % and 2™/% > ng? 4+ n,

(2" = 2)1n3) (2" = 2)j1,) (2" — 2) g
gne :

#(V1, Va, V) -respecting solutions >

= n-bit CPA security of 5-pLR
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Example 3: 1k-DbHtS [DDNP18]
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Instantiations : PMAC+

M) M]2) Mlm —1) M[m]
20— 22— A D 2 A —D
22 A, — 2*- Ay —P 22m=. A, —p 22" A —D
x[1] X2 X[m —1] X[m] —
Bk, Ex, Eg, Eg, Bk,
Y[ vz Y[m —1] ¥ [m]
-y N & &) ¢
J\ 2 gm—2 gm—1 EK“
0 N7 A7) e o NP} t

PMAC-Plus based on a block cipher I using three keys K1, K>, K3, where
AO = EK1 (0) and Al = EK] (1)
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Instantiations : LightMAC+

(WslI1M 1] (2)a]|M[2] (m—1)[Mm—1]  (m)a]|M[m]
3
Ey, Ex, Ex, Ex, Ex,
1
0 O—l {),_l (;l =(; §3—> T
2m=t 2m=? 2 J Fx,
0 a b & & T

LightMAC-Plus based on a block cipher E using three keys Ky, Ko, Kj3.
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Restricted Mirror Theory Problem [CEJNS24]

Theorem
For a full row rank system, E, of e bivariate equations in v variables,
in standard form, let E; be the sub-system comprising of the equations
of the i-th component. Then E; has at least

")

on )

pairwise disjoint solutions with no variable assigned a value from the
forbidden set R. Here F; := v<;—1 UR and
(i Fi) = [{(61,62) € F s 61@ ¢ € A}

2" — | Fil)
27L

(1 -2 ‘M(Ai,fi) _ <|R|2::e)2

GAPS 2025 Mirror Theory



Example 4: The LRW+ Paradigm [JKINS24]

~— -

|\/|—>H1 > T & > T2 :H2 ——> C

Figure 1: The LRW+ construction.

Pr <ﬁ<—$7-[ : ﬁ(t,m) = ﬁ(t/, m/)) <e€ H is €,-AUTPF
Pr(H«sH : H(t) =H(')) < e H is eo-AUHF
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Instantiations

Hi(t,m) =mi(m) &t

H, (t,c) =77 (c) &t
H(t) =t

H,(t,m) =m® ha(t)
H, (t,c) = c® ha(t)
H(t) = b (t) @ ha ()

GAPS 2025

Pe—
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m—{ 1 D> Ty [»>

m —@P—»| T P> T2 >

7
}
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The LRW+ Paradigm

|
H
Y A 4
M~ X Yy yAvy ol
M —— H, > T = > T2 U= H21_’C

Good transcripts are such that the graph of equations Y; @ V; = A; has

only the following components:

type-1 type-2 type-3 type-4

GAPS 2025 Mirror Theory



Bipartite Mirror Theory for Tweakable Permutations
[JKNS23]

Theorem (Bipartite Mirror Theory for general {,,x [JN20] )

Suppose for a consistent system of equations, the corresponding graph
structure contains only type-1, type-2, type-3, type-4 components, in
total ¢ < 2" /4 edges, and mazimum component size Emaxq < 2" /2

+
1— 13q4 — ﬁ — 62253 772 . 47‘]2 % (2n)q1+02+Q3(2n)q1+q2+63
o~ e exts | oo e (2

i=1

solutions satisfying Y; #Y; AV; #V;

® ci,c2,c3 - the number of components of type-1, type-2, type-3 categories,
respectively.

® q1,q2,q3 - the number of edges of isolated, type-1, type-2, type-3 components,
respectively.
e v; - multiplicity of A;.
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